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|: SOLUTION ARCHITECTURE AND UNDERSTANDING

The BiitOps Changes for Windows Admin Center Solution consists of two parts:

1. The BiitOps Changes Solution Backend
2. The BiitOps Changes Extensions for Windows Admin Center

ARCHITECTURE

DATA COLLECTION
Data collection for the BiitOps Changes Solution is done using a fully managed Data Collection Agent which must

be deployed to all servers. Once deployed, continuous data collection and agent maintenance tasks are fully
automated.

DATA COLLECTION
PROTOCOL USED: HTTPS
AGENT MAINTENANCE
PROTOCOL USED: HTTPS

BITOPS

CHANGES
R FOR WINDOWS
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ADMIN DATA ACCESS
To access the BiitOps changes data, logon to your Windows Admin Center and launch the BiitOps Changes
Extension. The Extension will establish a separate connection to the BiitOps Changes Backend Solution.
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THE BIITOPS CHANGES SOLUTION BACKEND

The BiitOps Changes Solution Backend is delivered and maintained as a set of Docker Containers.

Each container runs a separate workload, and communication between the containers are automatically
configured using the BiitOps Changes Configuration tool.

PREREQUISITES

In order to successfully configure the BiitOps Changes Solution Backend. The following prerequisites should be
prepared.

Resource Details ‘
1 x Windows Server Operating System: Windows Server 2016 or 2019
CPU:
Minimum: 2 vCPUs

Recommended: 4 vCPUs

Memory:
Minimum: 4 GB
Recommended: 8 GB

Disk:
System Disk
Minimum: 100 GB
Recommend: 200 GB
Data Disk:
Estimated: 3-400 MB per deployed agent

Note:
No DNS server service can be present on the server.
No other service on the server can listen on TCP 443

1 x DNS name (FQDN) FQDN (like biitops.contoso.com) must be registered with DNS
service(s).

- All monitored servers must be able to resolve this FQDN to
the respective IP address.

- All admin workstations used for accessing Windows Admin
Center must be able to resolve this FQDN to the respective
IP address.
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Resource Details

1 x SSL Certificate

FIREWALL CONSIDERATIONS

A Trusted SSL Certificate for the selected FQDN.

This certificate can be issued from either

- Any public trusted Certificate Authority

- Aninternal Certificate Authority (Must be trusted by all
servers as well as admin workstations

To successfully enable solution communication, you must configure any firewall to permit the following traffic

Details

Firewall Opening

Usage

Server configuration data collection

Admin Workstation access to
changes data

BiitOps Solution updating

Version 2.0

From:
Any servers running data
collection agent

To:
BiitOps Changes Backend
Solution

Protocol:
HTTPS

From:

Any Admin Workstation used to
connect to Windows Admin
Center

To:
BiitOps Changes Backend
Solution

Protocol:
HTTPS

From:
BiitOps Changes Backend
Solution

To:
Docker Hub

Protocol:
HTTPS

All communication between
Data Collection Agents and the
BiitOps Changes Backend
Solution is initiated from the
agent only, and always over a
secure SSL connection.

TCP port 443 must be allowed
through the firewall.

To connect to BiitOps Change
data through Windows Admin
Center Extension, a connection
is established over secure SSL
directly from the admin
workstation to the BiitOps
Changes Backend Solution.

TCP port 443 must be allowed
through the firewall.

To update the BiitOps Changes
Backend Solution itself, it should
be possible to connect to Docker
Hub over secure SSL.

TCP port 443 must be
allowed through the firewall.
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THE WINDOWS ADMIN CENTER EXTENSION

The BiitOps Changes Extension for Windows Admin Center is delivered through the Microsoft Windows
Admin Center feed and must be installed once and configured per Windows Admin Center User.

colmem1.col.local

Took < COLMEM1.COLLOCAL

i Search Tools L | (5 1oz 10004 — o oo am £
Files

BB Firewall

[E Instated spps

Ro Local users & groups

<5 Networks .—Q"
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ploset . ) CHANGES

Bp Storage Migration Service
B Storage Replica
System Insights

(E] Updates
Extensions

> BitOps-Changes

& Settings
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2: SETTING UP BIITOPS CHANGES SOLUTION

The setup process involves the following steps

a) Deploy the BiitOps Changes Backend Solution

Install the BiitOps Changes Extension in Windows Admin Center
Deploy the Data Collection Agent to the desired servers

Choose the desired data collection frequency

Request and install a license through the BiitOps Changes Extension

(for full version only - not needed for free trial)

Once complete, you will be ready to use the solution.

A) DEPLOY THE BIITOPS CHANGES BACKEND SOLUTION

Copy the BiitOps Changes Configuration Utility to your server.

If needed the BiitOps Changes Configuration Utility is available here: https://download-changes.biitops.com/

Copy the SSL Certificate to the server, but do NOT import it into the certificate store.
Run the ConfigureBiitOpsChanges.exe and verify that Docker is not already installed.

Click “Deploy Docker”.

# BiitOps Changes Installer = m} X

Welcome to the installation of BitOps Changes.
CHANGES
This wizard will take you through the setup process.
LI FOR WINDOWS
As a prerequiste you will need to install the Docker Container role as well as Docleer Compose. .' .'.. ADMIN CENTER
Docker Deployment

| Deploy Docker | o [ Download script_|

Prerequisites
Docker version  : Not detected
Docleer Compose : Mot Detected

Flease be aware the machine has fo be restarted after Docker instaliation

Version 1.0 {build 7108)
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The installation consists of five steps, after which a reboot is required.

Once installation is complete, click “Ok”.

# BiitOps Changes Installer

Setup process

Welcome to the installation of BitOps Changes.
CHANGES
This wizard wil take you through the & Docker installation — FOR WINDOWS
As a prerequiste you wil need to inst ADMIN CENTER
Install Status
Docker Deplayment |nstallation starting -this might take a few minutes

(Step 1/5) Installing PackageProvider
(Step 2/5) Instaling Module

or || (Step 3/5) instaling Package

(Step 4/5) Instaling WindowsFeature
(Step 5/5) Installing Docker
Installation Complete

Prerequisites
Docker version Mot detect II"""”

Docleer Compose @ Mot Detect
Flease be aware the machine has fo be restarted after Docker instalation

Version 1.0 (build 7108

Click Ok and click YES to reboot the server

Restart required

Docker requires a restart. Please restart and run the installer again. Do you want to

restart now?
iy e No

Once the server is back online, Docker will have been installed and ready.
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CONFIGURING THE BIITOPS CHANGES BACKEND SOLUTION

Rerun the ConfigureBiitOpsChanges.exe and verify that docker is now installed.

Click “Next”.

# BiitOps Changes Installer

Setup process

Welcome to the installation of BitOps Changes
This wizard will talee you through the setup process.

As a prerequiste you will need to install the Docker Container role as well as Docker Compose

Docker Deployment

| Deploy Docker | or | Downioad scopt

Prerequisites
Docker version  : 19.03.1, build fe60560464
Doclker Compose : Detected

'.:.:. CHANGES
LRI FOR WINDOWS
¥’ ADMIN CENTER

Enter Company name, Admin name, Username and Password.

Note: These credentials will be used later when you access the solution through Windows Admin Center.

# BiitOps Changes Installer

Parameters

Account information

Company Mame “

Admin Name

|

\ |

User Mame (email) ‘ |
\ |

Password

Solution FQDN | | | Validate
Certificate Select
Certificate Import Key Validate
Solution Storage Path Select

.' h CHANGES
CICH FOR WINDOWS
oTee” ADMIN CENTER
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Enter the Solution information below.

Please note that each step needs to be validated.

Solution Information Details

Solution FQDN This is the Fully Qualified Domain name you have
already registered in DNS

Certificate Click select and select the desired ssl certificate

Certificate Import Key Provide the certificate import password and click
validate

Solution Storage Path Create a folder for the BiitOps data on the data drive

of the server and select this folder.
BiitOps Solution data will be store here, outside the
containers, allowing for container update with no

data loss.
# BiitOps Changes Installer - O X
Account information .o:o:o. CHANGES
Company Name “ | v e% e FOR WINDOWS
®e’e’ ADMIN CENTER
Admin Name | |
User Name {email) | |
Password | |
Salution FQDN | | | Validate
Certficate Eo
Certificate Import Key Validate é
Solution Storage Path Select v
P Configure

Click “Configure”.
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# BiitOps Changes Installer

Summary

Accourt information
Compary Name
Admin Name

User Name (email)

Solution information
Solution FQDN
Certficate

Solution Storage Path
Docker Base Image

Version 1.0 {build 7108)

Company Name
Admin

user@domain.com

conttest bitops .com
doccloud wildeard 2021 pfx
C:AMew folder\BiitOps Data
Windows Server tsc2016

felele} CHANGES
o®e%e’ FOR WINDOWS
P ADMIN CENTER

Actions

Successfully created: env file

Successfully created: yml file

Successfully created: solution folders

Successfully copied cerificate: doccloud wildeard 2021 pfx
Successfully created: emd files

Successfully created: desktop shortcuts

Successfully created: startmenu shortcuts

i

The solution is now configured and ready to pull the containers from Docker Hub.

If you need to reconfigure the BiitOps Changes Backend solution to either replace the SSL certificate or

change the password, simple rerun the BiitOps Configuration Utility. Restart the BiitOps Changes Backend
solution to allow the changes to take effect.
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The container download process typically takes somewhere between 30-120 minutes, depending on the

available internet bandwidth.

BiitOps Changes Configuration Utility creates four shortcuts to manage the Docker environment, both on

the Desktop and in the Start menu.

-~ ¥

Start BiitOps Stop BiitOps

Shortcuts

Start BiitOps

Stop BiitOps

Update BiitOps

Start Docker Stats

Version 2.0
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Update Start Docker
BiitOps Stats

Details

Starts the container download process if not already
downloaded, then starts the solution.

Shuts down all containers

Downloads any updates, shuts down all containers,
then restarts the containers.

Note: This shortcut will go thru the shutdown and
restart process, even if there is no updates available.

Start the Docker Stats, which provides an overview of
containers currently running and their performance
footprint.



Run the Start BiitOps shortcut to begin the process of downloading the containers.

Start BiitOps - m} X
Pull complete

biitopschanges
biit

Press any key to close the window.
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Optionally, start the Docker Stats to see the container performance footprint.

Start Docker Stats - O X

BLOCK
114MB
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B) INSTALLING THE BIITOPS CHANGES EXTENSION INTO WINDOWS ADMIN CENTER

Click “Settings” within Windows Admin Center, click “Extensions”, select the BiitOps Changes Extension and
finally click “Install”.

Settings ‘
User Extensions \~
A Assount S

W might have to restart the Windows Admin Center gateway after installing an extension, temporarily affecting availability for anyone else currently using this gateway.

¥ Personalization
Available extensions  Installed extensions  Feeds

1B Language / Region
17 install (I 13items | Search 0
0 suggestions
Namo 1 version Crosted by Fackage food st
% Advanced BitOps Changes 1042 BiCps Windows Admin Center Feed Avaable
Gateny Contiguration Manager Chent (Preview) 100 e Wygand crosof ) Windows Admin Cener e Avalable
B Extensions Cataons s vty Moritoring, snc Mansgeme.. 230 Omaon windeues i Contr aatable
o J g e O o
£ hecess sy Serveriews RAID 110 Fuitss Technology Sohtions Windows Admin Cenr Feed Avalatte
Lenoie Kclity egeaton 1119 Lenono Windows Admin Center Feed Aalatle
[ Shared Connections i smestovage migration 1240 [ [— e verson il
Nec eswpno 112 nee indows dmi Coner e Ausiatle
Pure 0108 Fashaay Preven) 1020 eure sorage Wingows Aamin Centr esa Avalatle
acT ansgeent suse 120 acw Winds Admin Cenr Avalatle
Square Up for System Center Operations Manager L. 061 Squared bp L. Windows dmin Cener Feed Acsiatle

Details - BiitOps Changes
BiTOPS
>

Daszription.

The power of tracking changes ensures a faster and more effective path back to jons. The intuit interface provid i i o vital information during incidents and troubleshooting
“BiitOps Changes Extension for Windows Admin Center” coupled with “BiitOps Ch: tion” deli it L i tion changes.

©

biltops.changes

version
1012

When the extension is installed:
1) Click the Windows Admin Center logo in the top left corner
2) Choose any server
3) In the left-hand menu, scroll to bottom and click “BiitOps Changes”

4) Inthe Popup dialog box, enter the URL of the BiitOps Changes Backend Solution, including https://
(Example: https://mybiitops.domain.com)

Note: Since Windows Admin Center stores this information in a per user profile, each user on the Windows

Admin Center will need to complete step 4.
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https://mybiitops.domain.com/

=l N

BIiTOPS

BiitOps Changes Url

=

Please enter the url for BiitOps Changes

Solution url

https:,f,’

Save Cancel

Once entered, an encrypted token will be placed in the Windows Admin Center user profile and used for future
access to the BiitOps Changes Backend Solution.
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C) DEPLOY THE DATA COLLECTION AGENT TO THE DESIRED SERVERS

When connecting to a server not already running the data collection agent, you will see the screen below.

COLRDWAP1.COL.LOCAL

ﬁ 11/10/2019 10:00 AM 4) 11/11/2019 11:00 AM l {
SETTINGS
@ > ACCOUNT
> DATA COLLECTION
n > BACKEND
\‘v‘ > INSTALLATION
NN .
New Changed Deleted "\‘
e o (
- e o
e ® . q

c.c.a

INSTALLATION

Please deploy the BiitOps Data Collection Agent to all servers. Using one of the
following methods.
REMOTE POWERSHELL

To deploy the agent to multiple servers in ane operation.
Download and run the powershell script under admin credentials.

Download Seript &) ShowScript  Q

MANUAL INSTALLATION

To manually install the agent to a server. Download the agent installer to this server.
Run the following command line.

Download Installer & Show command

Once the Data Collection Agent is deployed to a server it creates a Windows Service, registers itself with
the BiitOps Changes Backend Solution and automatically starts collecting configuration data.

The BiitOps Data Collection Service is configured to run with Below Normal CPU Scheduling, meaning it will

not interfere with normal server operations during data collection.
Once the data collection has been running for a few hours, you will be able to see change data within the
BiitOps Changes Extension in Windows Admin Center.
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DEPLOY USING REMOTE POWERSHELL

Click show script

REMOTE POWERSHELL

To deploy the agent to multiple servers in one operation
Download and run the powershell script under admin credentials.

$downloadfqdn = "wactest.doccloud.nu”
$accountid = "eaffa228-bdof-4731-9eed-2c9977ceafas”
$managementfqdn = "test.doccloud.nu™

#add list of computer as a comaseperated list, like this "serverl”, "ser
$computers = “COLRDWAP1.COL.local™

$runascreds - Get-Credential
$downloadurl = ("https://" + $downloadfqdn + "/Resources/AgentInstaller.c

$scriptBlock = {

$downloadurl = $args[@]

$accountid = $args[1]

$managementfgdn = $args[2]

$downloadedfile = "c:\InstallBiitops\AgentInstaller.exe"”
$progress = @()

$Finaloutput = "

$progress += $env:COMPUTERNAME
$InstalledService = Get-Service | ? Mame -eq ("BiitOpsAgent$” + $accounti
If ($InstalledService)

{

gprogress += "BiitOps Data Collection Service Already Present”

If ($InstalledService.Status -eq “"Running”)

< I

Click on the content field to copy the script to the clipboard.

On you Admin Workstation open PowerShell ISE, paste the script and run it.

To deploy simultaneously to multiple servers, simply add more servernames to the SComputers object and

run the script.

Version 2.0



DEPLOY MANUALLY OR USING DEPLOYMENT TOOL

Click Download Installer to download the installation package.

Click Show Command

MANUAL INSTALLATION

To install the BiitOps agent run it with these parameters:

AgentInstaller.exe --account eaffa228-bdof-4731-9eed-2c9977ceafad --managem

< I

>

Click on the content field to copy the script to the clipboard.

Syntax will look something like this:

Agentlinstaller.exe --account 9a90b05d-5e27-4526-a9c2-9a4140e4af7a --management "https://biitops.contoso.com/mgmt/"

D) SET THE DESIRED DATA COLLECTION FREQUENCY

To customize the BiitOps Changes Solution, click the BiitOps Extension Setting icon, In the top left corner.

COLRDWAP1.COL.LOCAL

fE] 111072009 1000 aM —> 117112009 1100 AM 7

@

New Changed Deleted

:

5%
e

gy S

SETTINGS

>ACCOUNT

» DATA COLLECTION

» BACKEND

»ABOUT

L]
[ ]
q
[ ]
q
°. ae
q

[®] LICENSE INFORMATION

COMPANY NAME LICENSE KEY

DocCloud Test View key information >>

NUMBER OF LICENSES

Available: 100
In use: 17
Unused: 83

EXPIRATION DATE
1/1/2050
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https://conttest.doccloud.nu/Mgmt/

Click Data Collection

The default setting is All day every 1 hour.

SETTINGS

> ACCOUNT

> DATA COLLECTION
> BACKEND

> INSTALLATION

> ABOUT

- B 8 a

832 DATA COLLECTION

SCHEDULE
%]
[ awpar RUN EVERY {1 &) HOUR(S)
) SPECIFIED

® 800 AM - 400 PM

RUN EVERY 4 HOUR(S)

TIMEZONE
O specikien

) vrocaLserver

Data is collected at the selected intervals.

If a specified time interval is selected it is possible to use either a general time zone for all servers or the
specific time zone configured in Windows on each server.

Using these fine grained settings will allow you to - for instance - collect data from European servers during
European business hours while collecting data from US West Coast servers during US West Coast business
hours.

Once done, click “Ok”.

Version 2.0




E) REQUEST AND INSTALL A LICENSE THROUGH THE BIITOPS CHANGES EXTENSION

The fully functional BiitOps Changes Solution is available to run without a license for a fixed number of

servers at no cost, all future updates included.

Once you decide to deploy to more servers, you will simply need to install a license.

COLRDWAP1.COL.LOCAL

11/10/2019 1000 AM — 1111/2019 1100 aM

®

New Changed Deleted

)

. .

Z

[

gy S

SETTINGS

>ACCOUNT

» DATA COLLECTION
» BACKEND

» INSTALLATION

»ABOUT

[®] LICENSE INFORMATION

COMPANY NAME LICENSE KEY

DocCloud Test View key information >>

NUMBER OF LICENSES

Available: 100
In use: 17
Unused: 83

EXPIRATION DATE
1/1/2050
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Click View Key Information

UPDATE LICENSE INFORMATION

License request key

ey)BY2ZNvdW505UQIDUYWZm Y TlyOCLiZDlmLTQ3MzEtOWVIZCOyYzkSNzd jZWFmYTkiLOIThZx1dG ™
WblvybCl6imh0dHBzOiBvdGVzd C5kbZNjbGI1ZC5udSisikNvbXBhbnlOYW1ljoiRGF|QZvdWQEVEY

zd CIsIlB1Y mxpYOtleSI6liotLS0tQkVHEU4gU PV CTELDIEtFWSOLS0tEXHcbk1IsUIakFOQmdrowhralc
5dzBCQVFFRKFETONBUThETULIQKNNSOMBUUVBNTNgQkNETWpWQULLYZ Sad3rRGxochauQUZHR
WodVWBwQ2toMzErcDBYS3FleD)iWUcyRIFIMXZOQK1olUnhVZIZFZGoScOVTZHF4cngwZzNs52d Td
klheVxyXG55Y mdEdis4TytWsmg30EZuNFYORIdQeVZrbnpKOUS0eDBmWYZ GWYRybLUIROWF35FIP
SURPUEZwWRUVxLZ NKekN1XHIcbnhmSWVNeTgzSDBubWpZeVRLdkpyMVRZb1MAWIVsWidVRzgxd
VINdCtHdHhIVjIRLZhjQXZiak01c3ZPT3BjbZlocxuR0tCOnYyQ3d6QXVaTnQxSHLudOVSRGXYQWI1ER
ytatk5hbOpROHWVZY0hZMZRENWwzaVZ CczRYV3pXdnWwMGSFTVxyXGSHQUVmMMVZOTmZOMX hic
nZFMkIOWkTwVYmhTMNZVSbzdMcUNUbZxaRTdpRHp5ZzRKLzdXaEViUTQvUSIDcDh1RzMNIXHIChIFR

License Key

Click on the content field to copy the License Request Key to the clipboard.
Once the license key has been received, simply paste it into the License Key field and click Save.
Any data collection agent previously installed will now be automatically activated for data collection.

The license must be purchased directly from https://biitops.com
Click BUY NOW in the top right corner

CHANGES
FOR WINDOWS
ADMIN CENTER
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